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CHRONOLOGY OF EVENTS IN THE TOSHIBA/KONGSBERG PROPELLER MILLING TECHNOLOGY
DIVERSION CASE

I. Nine-Axis Sale

In 1979, the Soviet foreign trade organization, Tekmashimport, contacted
the Japanese trading firm, Wako Koeki. Tekmashimport wanted to purchase
Western automated propeller manufacturing equipment for one of its clients.

-- Wako Koeki surveyed Japanese machine tool manufacturers to determine
which produced such specialty equipment and would supply it to the
Soviets.

Toshiba Machine, a majority owned subsidiary of the Toshiba Electric
Corporation, agreed to provide the equipment and negotiations began.

LH

-- The -Japanese firms enlisted the Norwegian firm Kongsberg Trade, a
division of Kongsberg Vaapenfabrikk. Kongsberg Trade agreed to
provide the computer numerical controllers, the brains that run the

. machines, and the propeller design and production software.

On April 24, 1981 two contracts were signed in Moscow. The first between
Tekmashimport and C. Itoh, the second between Tekmashimport and Kongsberg
Trade.

-- C. Itoh, acting as the agent for Toshiba Machine, agreed to supply
four, state-of-the-art, propeller milling machines --Toshiba
Machine's model MBP-110 -- and to provided service and spare parts
for five years from the date of installation.

-~ The MBP-110 is capable of precision milling propellers up to 11
meters in diameter and is a COCOM restricted commodity.

-- Kongsberg Trade agreed to supply the CAD/CAM system including the
computer, spare parts for the NC-2000 computer numerical controllers,
and service for five years from the date of installation.

In a third contract between Kongsberg Trade and Toshiba Machine, Kongsberg
agreed to supply the numerical controllers to Toshiba Machine for installation
in the MBP-110's before shipment by C. Itoh to the Soviet Union.

The four sophisticated marine propeller milling machines and propeller
CAD/CAM software were diverted to a Soviet Navy propeller production facility
in Leningrad--the Baltic Shipyard.

‘ -- The equipment was delivered and installed in the shipyard starting in

1983 and completed in early 1984. The companies serviced and updated
the machines and software as late as June 1984.
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' -~ The software was modified in 1984 to enhance the capabilities of the
machines and reduce the time it takes to mill a propeller.

II. Five-Axis Sale.

In 1984, during the installation of the MBP-110s in the Baltic Shipyard,
the Soviets arranged the purchase of four 5-axis propeller milling machines
from Toshiba. These machines, designated MF-U522, are smaller than the and
are used the machine propellers up to 4.5 meters in diameter.

-- These machines were shipped to the Baltic Shipyard in April and May
1984 and installation was completed by December 1984.

-- Kongsberg was not involved with the sale and installation of the four
5-axis propeller milling machines.

III. ,tl::xport Violations.

The sale of this equipment was a violation of COCOM restrictions on the
sale of machine tools and computer numerical controllers to proscribed

destinations.

-- The MBP-110 machines exceeded the COCOM limits on the number of

. simultaneous axes-- 9 vs 3; the number of working spindles-- 2 vs 1;
the maximum allowable machine size; and the spindle cutting power.

-- The MF-4522 machines exceeded the COCOM limits on the number of
simultaneous axes-- 5 vs 3.

-- The computer numerical controllers exceeded the 1limits on number of
simultaneous axes-- 9 vs 2.

-- The software was modified by Kongsberg to generate output matching
the specifications of the Toshiba machines. This software was
specifically developed for automated marine propeller manufacturing.
However, software was not explicitly controlled under the COCOM 1list

in force at the time of the sale.

IV. Impact

This sale has allowed the Soviet Union to acquire the ability to produce
quieter propellers for its submarine fleet reliably, repeatedly, and in large
numbers.

-- These eight machines constitute the largest known propeller
production line.

' -- These machines have allowed the Soviet Union to more than triple its
average yearly production rate of sophisticated propellers.
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CHRONOLOGY OF EVENTS IN THE TOSHIBA/KONGSBERG PROPELLER MILLING TECHNOLOGY

DIVERSION CASE

1980.

In 1980, the Soviet foreign trade organization, Tekmashimport, contacted
the Japanese trading firm, Wako Koeki. Tekmashimport wanted to purchase
Western automated propeller manufacturing equipment for one of its

clients.

Wako Koeki surveyed Japanese machine tool manufacturers to determine which
produced such specialty equipment and would supply it to the Soviets.

Toshiba Machine, a majority owned subsidiary of the Toshiba Electric
Corporation, agreed to provide the equipment and negotiations began.

Toshiba insisted that its standard export broker, C. Itoh, be used to
=avoid raising the suspicions of Japanese licensing authorities.

To further disquise the true nature of the sale, the Japanese firms
enlisted the Norwegian firm Kongsberg Trade, a division of Kongsberg
Vaapenfabrikk. Kongsberg Trade agreed to provide the computer numerical
controllers, the brains that run the machines, and the propeller design
and production software.

1981.
In 1981, five contracts were negotiated to effect the sale.

-- On April 24, 1981 two contracts were signed in Moscow. The first
between Tekmashimport and C. Itoh, the second between Tekmashimport
and Kongsberg Trade.

== C. Itoh, acting as the agent for Toshiba Machine, agreed to supply
four, state-of-the-art, propeller milling machines --Toshiba
Machine's model MBP-110 -- and to provided service and spare parts
for five years from the date of installation.

-- The MBP-110 is capable of precision milling propellers up to
11 meters in diameter and is a COCOM restricted commodity.

-- Kongsberg Trade agreed to supply the CAD/CAM system including the
computer, spare parts for the NC-2000 computer numerical
controllers, and service for five years from the date of
installation.
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-- 1In a third contract between Kongsberg Trade and Toshiba Machine,
Kongsberg agreed to supply the numerical controllers to Toshiba
Machine for installation in the MBP-110's before shipment by C. Itoh
to the Soviet Union. " .

== The fourth and fifth contracts committed Kongsberg Trade and Toshiba
Machine to pay Wako Koeki a finders fee for orchestrating the
arrangements.

The companies involved submitted a false end user certificate stating the
equipment was destined for a civilian facility located in Leningrad along
with the degraded technical specification for the milling machines and
numerical controllers.

1983 and 1984.

The four sophisticated marine propeller milling machines and propeller
CAD/CAM_ software were diverted to a Soviet Navy propeller production
facility in Leningrad--the Baltic Shipyard.

The equipment was delivered and installed in the shipyard starting in 1983
and completed in early 1984. The companies serviced and updated the
machines and software as late as June 1984.

The software was modified in 1984 to enhance the capabilities of the
machines and reduce the time it takes to mill a propeller.

1986.

This matter came to the attention of the United States Government in 1986.

Export Violations.

The sale of this equipment was a violation of COCOM restrictions on the
sale of machine tools and computer numerical controllers to proscribed
destinations, ’

-- The machines exceeded the COCOM limits on the number of
simultaneous axes-- 9 vs 3; the number of working spindles-- 2 vs
1; the maximum allowable machine size; and the spindle cutting
power.

-- The computer numerical controllers exceeded the limits on number
of simultaneous axes-- 9 vs 2.
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-~ The software was modified by Kongsberg to generate output matching
the specifications of the Toshiba machines. This software was
specifically developed for automated marine propeller
manufacturing. However, software was not explicitly controlled
under the COCOM list in force at the time of the sale.

VI. Impact

-- This sale has allowed the Soviet Union to acquire the ability to produce
quieter propellers for its submarine fleet reliably, repeatedly, and in
large numbers.

== These machines and the software have provided the three essential
ingredients for the manufacture of quieted propellers:

1) accuracy =-- 0.0lmm.
2) flexibility -- 5 axis machining simultaneously on two
different blades.
- 3) high degree of automation.

-- These characteristics allow the machines to produce propellers
with numerous, skewed, identical blades that are precisely
contoured to reduce low frequency blade rate noise and high
frequency cavitation noise. In addition, the accuracy of the
machines and the manufacturing software enable the Soviets to
produce these complex propellers with low rejection rates.
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THE DIRECTOR OF CENTRAL INTELLIGENCE
WASHINGTON, D.C. 20505
G
Deputy Director for National Foreign Assessment
MEMORANDUM FOR: Deputy Director of Central Intelligence
SUBJECT: Establishment of DCI Technology Transfer
Intelligence Committee : 25X1
REFERENCE: D/NFAC Memorandum to the DCI of
18 September 1981 (NFAC #5862-81) on
Technology Transfer Organizations
As noted in the above reference, the DCI approved on 28 September 1981
the establishment of a DCI Technology Transfer Intelligence Committee (TTIC).
Attached is the proposed Charter of the new Committee and a covering
memorandum which you may circulate to the NFIB Principals. 25X1

John McMahon

Attachments:
A/S

i G il ,
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SUBJECT : Establ@shment of*DCI Technology Transfer
Intelligence Committee (m
Distribution:
Orig - DDCI
- 1 - Executive Regist
1 - DD/NFAC i
1 - DD/NFA
1 - NFAC Registry
1 - NFAC Action Staff
1- 'AC/OSWR 25X
1 - Ex/COMEX
1 - Chrono
NFAC/OSWR/TI‘AC‘ /80CT81 251
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- The Deputy Director of Central Iniclligcncc
Washngion. D.C. 20505

Declassified in Part - Sanitized Copy Approved for

MEMORANDUM FOR THE NATIONAL FOREIGN INTELLIGENCE BOARD

SUBJECT: Establishment of DCI Technology Transfer Intelligence Committee

l. The DCI has approved the establishment of a new DCI Technology
Transfer Intelligence Committee (TTIC). The Committee will coordinate
the Intelligence Community interests in US Government programs and
activities concerning international technology transfer and will
produce assessments of the significance of legal, illegal, and
clandestine transfer of advanced technology and equipment.

1
2. The Committee will be chaired by Chief of the 25X

NFAC Technology Transfer Assessment Center. Membership on the Committee

will be comprised of NFIB member representatives, nominated by the NFIB
Principals.

3. The Committee on Exchanges (COMEX) will be one of the sub-
committees of the TTIC. Another subcommittee will be established to
deal with other export control issues.

4. Attached for your information is the prepared Charter of the
DCI Technology Transfer Committee. I éncourage your support to this
endeavor emphasizing that its success is highly dependent upon the
caliber of membership selected to support the Committee's activities.

B. R. INMAN
Admiral, U.S. Navy

Attachment:
As Stated

)
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1 - Executive Registry
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1 - NFac Registry
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CHARTER
DIRECTOR OF CENTRAL INTELLIGENCE
TECHNOLOGY TRANSFER INT ELLIGENCE COMMITTEL

Pursuant to the National Security Act of 1947, Executive Order 12030
OTr successor orders and National Security Council Intelligence Directives,
a Technology Transfer Intelligence Committee (TTIC) is hereby established
as a standing Director of Central Intelligence Comittee with the following

mission and functions.
1. Mission

The mission of the Comnittee on Technology Transter, under the
general guidance of the Deputy Director of Central Intell.igcnce, 15 to
coordinate Intelligence Comnunity interests in US Governcent programs
and activities concerning internatijonal technology transfers, The
Conmittee will produce assessments of the significance of legal

3

11legal, and clandestine transfers of advanced technology and cquipment,

2. Tunctions

The functions of the committee are:

(a) To advise the DCT and other intel ligence Community
officials of issues, problems, and activities related to the
effectiveness of the Intelligence Comnunity's roles in the
support of US Government activities designed to Limit unwanted
technology transfer,

(b) As directed, to prepare intelligence assessments for
use by other US Government authorities containing analyses of
the significance of the mechanisms of technology transfer and
the impact of such transfer on the military and economic
Capabilities of recipient countries,

(¢c) To advise the Department of State and other elements
of the US Govermment on all foreign intelligence considerations
concerned with exchange programs and commercial contacts involving
nationals from designated countrics, This advice may include
evuaiuation of the probable technical gain or loss and intelligence
gain from a shecifie proposed, cngoling, or contenplated exchange
or commercial visit,

R
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(d) To propose additional exchanges or amendments to existing
exchanges, recommend itincraries, arrange for briefings and debriefings
of US exchange participants, and alert appropriate committee members
regarding visits and visitors of special interest.

(e) To provide coordinated Intelligence Comnunity essessments
On €xport control matters to the Departments of Comnerce, State,
Treasury, and Defensc and other agencies regarding the implications
for the recipient countries and for foreign suppliers of the pro-
spective sale or other transfer of high technology goods or techmical
data,

(f) To provide Intelligence Comnunity information and analvsis
to appropriate US Government organizations regarding diversicns of
high technology goods or technical data from cnd uses, and the
expected military and economic impact of such diversions,

(g) To monitor intelligence information regarding the efforts
of sclected foreign countries to directly or 1ndirectly use 11legal
means, 1ncluding Cclandestine cperations, to acquirc sensitive and
controlled US and equivalent Western technologies, and to provide
analyses of such activities to appropriate US Government organizations
concerned with countermeasures, including counter-intelligence
organizations,

(h) To €ncourage intelligence information collcctors to acquire
relevant information conceming the efforts of foreign countrics to
directlv or mdirectly acquire sensitive and controlled US or
cquivalent Western technelosics.,  To facilitate the exchange of
uscful information between collectors and Intelligence analysts,
tncouraging the development of collection requirements, and the
provision of reporting evaluations, as necessary,

(1) To work with the departments and agencies concerned with
exchanges and trade controls to ensure that information and analvsos
provided by the Intelligence Communnity is adequate and uscful; also
to cncourage these recipient organizations to provide Compunity
analysts and collectors with useful feedback, mcluding infcmntion
uscful for intelligence but dathered by these crganizations {or
cther reasons,

(1) To participate in various Interagency forms Jdeal ing with,
technology transfer nroblems,

25X1

25X1
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3. Intelligence Community Responsibilities

(a) Upon request of the committee chairman, Intelligence
Community organizations shall furnish to the committee within
established security safeguards particular information or material
needed by the committee and pertinent to its functions,

(b) Tntelligence Comunity organizations shall advise the
conmittec chaiman of their foreign inteclligence interests and/or
actions contemplated which may affect the Department of State,
the comnittee or other components of the Intelligence Comnunity
carrying on activities based on the foreign intelligence collection
opportunities afforded by exchanges, commercial contacts, or other
technology transfer mechanisms,

4. Composition Organization and Rules of Procedure
I b o

The composition, organization and rulcs of procedure of the
Technology Transfer Intelligence Committee are those stated in
DCID 1/3.

25X1

oA _ 0030.4
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE

TECHNOLOGY TRANSFER INTELLIGENCE COMMITTEE
(Effective 3 December 1981)

Pursuant to the provisions of Section 102, the National Security Act of 1947, and
Executive Order 12333, there is established a Technoloay Transfer Intelligence
Committee,

1. Mission

The mission of the Technology Transfer Intelligence Committee (TTIC) is to
serve as the focal point within the Intelligence Cowntnunity on all technology transfer
issues. The Committee will coordinate Community activities and will be the principal
source of intelligence support for those US Government entities charged with the
responsibility for policy and action on technology transfer issues. The Committee will
work with other Intelligence Comnmunity committees and appropriate agencies to
ensure that intelligence information collected on technology transfer is consistent with
the DCI's priorities and guidance and mects the needs of Community production
organizations.

2. Definitions

Technology transfer encompasses all movements of advanced US and equivalent
Western technology and equipment with imnplications for US security by enhancing
the military and economic capabilities of recipient countries

Technology transfer intelligence includes the collection, processing, analysis,
production 2nd dissmination activities of the Intelligence Community designed to
support US Goverument departments apd agencies with policy and enforcmncn{
responsibilities,

Exchange programs and commercial contocts include all exchanges and vicits by
nationiasls from designated foreign countries which provide the potential for an
intelligence or technological gain or loss.

3. Functions

Under the genera) guidance of the Deputy Director of Central Inielligence, the
Commiittee will:

a. Advise the DCI on the effectiveness of the Intelligence Community’s role in
support of US Government poliey on technalogy transfer jesyes,

b. As directed, prepare coordinated intelligence assessments on the significance
of techimlogy transfers and, as appropriate, their irnplications for US national security:,

c. Advise appropriate US Government departments and agencies of the
technology transfer implications and foreigi intelligence equitics involved in exchange
programs and commercial contacts with nationals from desiznated foreign countries
and recommend changes as appropriate.

d. Provide foreian intelligence support on export conaol issuss to appropriate
US Covernment agencies

Declassified in Part - Sanitized Copy Approved for Release 2012/11/01 : CIA-RDP90M00005R000900100030-4
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e. Moanitor all technology transfer intelligence concerning foreign efforts to
. acquire US and Western technology and provide appropriate analyses to US Govern-
ment organizations concerned with protection and countermeasures, including coun-

terintelligence organizations.

f. Provide priority guidance to collection systems on technology transfer issies.

g. Establish an exchange of information with all departments and agencies
concerned with the technology transfer problem to ensure that the utility of the
Intellizence Community’s activities is maintained.

4. Responsibilities of the Intelligence Community

a. On request of the committee chairman, Intelligence Commuuity elements
shall, within established security safeguards, provide information pertinent to the
committee’s mission and functions.

b. Intelligence Community components will keep the committee chairman
advised of their specific foreign intelligence equities and of actions which might
provide foreign intelligence collection opportunities.

5. Composition and Organization

The committee chairman will be appointed by the Director of Central
Intelligence.

The members of the Committee will be representatives designated by the
National Foreign Intelligence Council principals.

The Committee on Exchanges (COMEX) will be a subcommiittee of the TTIC.
Other subcommnittees will be established as required.

With the approval of the DCI, the committee chairman may invite representa-
tives of relevant US Governent entities with national security interests to participate
as apyropriate.

The Committee wili be supported by an Fxecutive Secretariat.

WILLIAM J CASEY
DIRECTOR OF CENTRAL INTELLIGENCE
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DIRECTOR OF CENTRAL INTELLIGENCE

Committee un Fapar Contred
A Subcommittes of the Techaology Treavfer Intelligen: s Committec

(Revised: 13 April 1932)
CHARTER

Within the guidelincs provided by the DCI Directive establishing
the Technology Transfer Intelligence Comaittee and pursuant to the provisions
of DCID 1/3, the Export Control Subcommittee (ENCON) is established as a
penianent subconmittee of TTIC.

MISSION.  EXCON, under the general puidance of the TTIC, ensurcs
coordination of Intelligence Community interests related to export
vontrol issues. It is concerned with the technical data/technology transfer
and intelligence inplications of proposed salcs, cvasions, and trade
diversions of Us origin and other Westemn technology to destinations
which are "proscribed" for national SCTUTIty rcasons or countries whose
intcrests may he inimical to the security of the Unite States and its
allies, .

1

FUNCTTONS.

--Advises appropriite goverment organizations regarding the potent il
loss to the U.S. and the ispact upon tie acquiring country of propozed
CXports or re-exports of hcstcrn-origin goods, services, and technical
dnta/twchnology.

--Moniters intelligence information concerning foreion efforts to
acquire US and Westemn technology by the diversion of export commoditics,
the evasion of SXPeTt controls, or by other 11legal or clandestinc means
and provides intelligence information and analysis to appropriate Us
Government agencies :nd organizations. '

--At the request of (e Advisory Commitice on Lxport Policy (ACvD),
the Econonic Defonse Advisory Committee (EDAC), or their subgroups oy
staifl, revica particuiar US license applications or COCOM CXCCf tien
rogieests recardine te prespective inpact on the military and other
capa™ilities of the recipient courtyy of the l-roposed transaction,
the availability of tle technologies from other countries, and other
factors of concem,

25X1
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Cemmittee on Export Control - CHARTER

.

--At the initiative of any EXCON member organization, prenares,
as appropriate, in light of rclevant intelligence information, ad hec
studies and assessments on trade-related technology transfer issues and
problems, including legal and illegal cxports of conmodities and technical
data, and prepares Intellipence Comminity contributions to intcragency for:
dealing with export control matters.

--With the cooperation of Members, mikes usc of the cxpertise and data
bases at various agencies to obtain the most comprehensive and timely
infornation obtainable about proposed or ongoing export control matters
and the best available analytical comentary on the military and other
significant aspects of the technologies involved.

--Encourages and guides foreign intelligence collection concerning
tecimology transfer mechanisms and the ability to assimilate and use the
technology acquired.

--Through the Chairmw TTIC; advises the DCT and other intelligence
Commmity leaders of the effcctiveness of the EXCON role i support of
US Government policy on technology transfer issucs: Provides through
appropriate channels Yecommendations for making the EXCON rolc more
cffective.

--Develops and miintains commmity data bases regarding trade
transactions of intercst because of technology transfer concemns.

ADMINTSTRATION.  Membership on EXCON will open te (but not limited to)
those organizations represcented on TTIC. [XCON will maintain its own
administrative program with the support of the TTIC Secretariat. An
interagency EXCON Trade Review Working Group shall meet as required to
vevicw and revise intellicence opinions drafted by stuff f{ros contrilations
received from analysts throughout the intellizence, Defense, ard trade
control comuunities. Other Working Groups will be established from
time-to-time at the direction of the Chairman FRCON and with the concurrence
ol the Chairmmn TTIC. EXCON will inforn the TTIC of its activitics on o
reqular besis.

-2
e

N
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Declassified in Part - Sanitized Copy Approved for Release 2012/11/01 : CIA-RDP90M00005R000900100030-4



: 900100030-4
Declassified in Part - Sanitized Copy Approved for Release 2012/11/01 : CIA-RDP90MO00005R000

Statement of Admira) Inman 11 May 1982

Thank yvou Mr. Chairman for the Opportunity to appear before
this Committee this morning and to centinue dialogue on this most
tmportant topic. 1 delieve that we agree that technology
transtiers to the Soviets and the Eastern Bloc represent a very
serious problem.

I would like to take this opportunity to again enter into
the public record the kinds of problems we are dealing with, and
the importance of the various Soviet Bloc mechanisms for

acquiring Western technology.

-- First, as we logk at the mi]itari]y useful, militari]y
releted technology which the Soviets have acquired from the
West, ahout 70 bercent of these acquisitions have_been
accomplished by the Soviaot and East European intelligence
services, using clandestine, technical, and overt collection
cperatiors. They are trying to get technologies of proven
Western weapons or component designs that can be -applied

directly to Soviet vieapons R&D and industrial needs.

-- The Soviets and their Warsaw Pact cllies are concentrating
their efforts through purchases openly and legally and, if
not successful, then illegally, including espjonaée. The
sources of this technology may be government classified or

unclzcsified reports, private companies "proprictary"

: 900100030-4
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.. reports, open-source technical documents from compar,
government organizations. Embargoed equipment falls
this category as well. The Soviets undertake a very
thorough vacuum cleaning of anything in the public s
which will let them better target their espiqnage

activities.

-- Of the remaining 20-30 percent of the acquisitions o
,wml‘
information of military value to the Soviets, (_
comes through legal purchases and oper-source public
or from other Soviet organizations, sych as the Minj
Trade and related international bodies; only a small
percentage comes from the direct technical exchanges

conducted by scientists and students.

I would like to enter into the record at this time o
unclassified study from the Intelligence Community perspec
cur knowledge of Soviet efforts to obtain Kestern technclc

to use jt ultimately to improve their own military canahi)

F.s a2 look out into the 1980s, where do we believe

pressure is going to come?

-- Future Soviet and Warsaw pact acquisition efforte--qy
acquisitions by their intelligence services--are dike
concentrate on the sources of such component and
manufacturing technolegies, including:

o
[4
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. Defensc contractors in the United States, Western Europe,
and Japan who are the repositories of military

develaopment and manufacturing technologies.

. General producers of military-related auxiliary
menufacturing equipment in the United States, Western

Europe, and Japan.

53311 and medium-size firms and research centers that
develop advanced component technology and designs,
including advanced civil techrologies with future

military applications.

The tesk is likely to become even nere difficult in the
future as several trends identified in the 1970s continue into

the 1680s:

First, since the early 1970s, the Soviets and their
surrogetes among the East Europeans have been
increasingly using their naticnal intelligence services
te acquire Western civilian technologies--for example,
eutomobiie, energqy, chemicals, and even consumer

electronics.

Secend, since the mid-1970s, Soviat and East turoperan

intelligence services have been emphasizing the

3
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collection of manufacturing-related technology, in

addition to weapons technology.

. Third, since the late 1970s, there has been increassd
emphasis by these intelligence services on the
acquisition of new Western technclogies emerging from

universities and research centers.

The combined effect of these trends is a heavy focus by
Soviet Bloc intelligence on the commnercial sectors in the West--
sectors that are not norinally protected from hostile intelligernce
services. In addition, the security provided by commercial firms
1S no match for the human penetration operations of suych foreign
intelligence services. But the most alarming aspect of this
commercial focus by Soviet Bloc intelligence services is that as
a3 result of these operations the Soviets have gained, and
continue to gain, access to those advanced technologies that are

likely to be used by the West in its own future weapons systems.

I can ¢nly conclude that Western securityv services will bhe
severely tested by the Soviet intelligence services and their
surrcgates among the fast Evropean intelligence services during
the 198495, In response, the US and its Western allies will need
to crganize more etfectively than it has in the past to protect

Tte militery, industrial, commercial and scientific cominunities,

4 £
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I am pleased to sey that coordination within the
Intelligence Community énd intelligence support to the Fxecutive
Erench departments and agencies regarding the issye of technology
transfer is much better than a year ago when Bil) Casey pointeq
out a number oy deficiencies ip this area to the Senate Salent

Commitree on Intelligence. For example:

-- The DCI has established a Technology Transfer
Intelligence Cenmittee (TTIC) to serve as a focal point
within the Intelligence Community on al) technology
transfer jssues. The Committee s eable to draw on the
highly skilled S&T analysts who are located throughout
the military technical intelligence centers and elsewhere
in the Intelligence Community to address this complex
problem. The Committee also ensures that intelligence
inrformation collected on technology transfer is
consistent with the DCI's priorities and guidance and
meets the rneeds of Community production organizations. A
TTIC Subcemmittee on Excheanges advises appropriate us
Government departments and agencies of the technology
transfer implications anpd foreign intelligence equities
involved in excliange Programs and commercial contacts
With nationals from designated foreign countries and
recommends changes as appropriate. A Subcommitfee on
txport Control has recently been established to provide
foreign intelligence stpport on expcrt control issues to

appropriate Us Government agencies.
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-+ The intelligence agencies are now better organized to
support the functions of the export control enforcement
agencies. Assistant Attorney General Lowel} Jensen is
heading an interagencv committee at Justice on Export
Control Enforcement. This group has the potential to
become the most significant forum for coordinating
enforcement and investigafive efforts dealing with export
control matters. As members of this Committee, we wil]
ensure that it draws effectively upon appropriate
intelligence data bases and support. The intelligence
agencies will 3lsg become directly acqueinted with the
current state of the enforcement effort and the
intelligence needs of the enforcement agencies but also
will be in a position to acquire first hand and peruse
significant information being developed by the
enforcement dgencies that will add to and enhanee the
effectiveness of the intelligence effeort in the long

run. Any intelligence issues that are developed in thig
forum may be brought back to the TTIC for appropriate
consideration in an Intelligence Community setting.

-- The HNSC Technology Transfer Coordinating Committee,
chiiired by Dr. Gus Weiss, serves as a valuable high-level
forem for national policy assessment and developments.

It is here that the political, foreign policy, -
intelligence and enforcement elements are woven together
anc decisions an Jurisdictional issues or prousram choices

may be sought. Substantial intelligence support to thig

~
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group will result in better understanding of the threat,
greater support for the efforts of the intelligence and
enforcement agencies and result in more considered policy

determinations.

-- The int2iligence agencies are now in a position to
make substantial contributions to Cowmmerce's Advisory
Committee on Export Policy, which makes determinations
concerning whether particular exports should be licensed

and what general policies should be applied by the US.

-- State's Economic Defense Advisory Committee (EDAC)
Working Group Il structure provides an important
opportunity for intelligence, enforcement and foreign
policy con<iderations to be discussed in the context of
beth general policy concerns and specific cases.
Intelligence support here is essential for its value in
identifying and assessing international enforcement
problems and bridging the gep wnere there are both

doestic and international aspects to a particular case.
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